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Technology that Powers Performance
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May | take notes?

Professional Summary 112+ Languages Ask Al Export. Share. Integrate.

Templates Supported
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PLAUD.AI
Turns voices and conversations into summaries,
insights, and actionable items with ease.
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1.Learn a little more about technology in your business. By the end
of the session you should understand some key things about
technology in the business.

U . .
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Technology is not magic and a little knowledge can go a long way to

demystifying and understanding it.

How Good is your IT?
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About the speaker @@
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Vittorio “Victor” Calabrese

President | Author | Speaker | Consultant



Why is TECHNOLOGY
iImportant to your business?

O 000 O 000

O 000 O 000

O 000 O 000

Automation Efficiency




How do you setup your
Business TECHNOLOGY for SUCCESS?

Fields ® Field-level data

" Data Assets: Files,
Objects

Identity & Access
® Management (IAM):
SAML, OIDC, OAUTH

. Applications: CRM,
ERP, HCM, etc.

Technology: Laptop,
Infrastructure ® Network, Mobile
Device, etc.
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IT services in your company

“INTERNET SERVICE PROVIDER (1SB),

An Internet service provider (ISP) is an organization that provides

services for accessing, using, or participating in the Internet. ISPs
can be organized in various forms, such as commercial,

community-owned, non-profit, or otherwise privately owned.
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IT services in your company t//—*

!LEPHOE

A telephone is a telecommunications device that permits two or
more users to conduct a conversation when they are too far apart
to be heard directly.




IT services in your company

“OFFICE SUITES

An office suite is a collection of productivity software usually
containing at least a word processor, spreadsheet and a
presentation program. There are many different brands and types

of office suites. Popular office suites ir
Google Workspace and Li

clude Microsoft Office,

hreQOffice.
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helps you build and nurture
How does it work? new connections.

It uses NFC (Near Field Communication) and QR
technology to share OVOU Profile with people you meet.



Efficiency/Automation

An email signature is an important way of
strengthening your personal image or brand identity in

everyday communication. A professional email

signature creates a good first impression and lets you o
Ind regards

share much more than just your contact info. e

St

Jane DaVinci

Graphic Designer : i ]
B +44 1292 292338 g@ g

[ +44 7890 231242 ~ :

B jane.d@sgl.design sgl.design

If there's anything else | can do please don't hesitate to get in touch.

exclaimer



Whatis a NETWORK?

A computer network is a set of computers sharing
resources located on or provided by network nodes. The
computers use common communication protocols over
digital interconnections to communicate with each other.
These interconnections are made up of telecommunication
network technologies, based on physically wired, optical,

and wireless radio-frequency methods that may be
arranged in a variety of network topologies.




Router

A router is a networking device
that forwards data packets
between computer networks.
Routers perform the traffic
directing functions on the
Internet.

NETWORK

Firewall Wireless Access Point Switches
In computing, a firewall is a (WAP) A network switch (also called

network security system that In computer networking, a switching hub, bridging hub, and,

monitors and controls wireless access point (WAP), or by the IEEE, MAC bridge) is

incoming and outgoing more generally just access networking hardware that
network traffic based on point (AP), is a networking connects devices on a computer

predetermined security rules. hardware device that allows network by using packet

other Wi-Fi devices to connect switching to receive and forward

to a wired network. data to the destination device.



What are End-User-Devices?

An end user device is a personal computer (desktop or laptop),
consumer device (e.g., personal digital assistant (PDA), smart
phone), or VR Devices. Today we are also starting to see more loT

devices that can be considered end-user-devices.




END-USER DEVICES

Personal Computer (PC) Tablet

Internet of things (loT)

The Internet of things (loT) describes physical objects (or groups of such objects) with sensors,
processing ability, software, and other technologies that connect and exchange data with other
devices and systems over the Internet or other communications networks.




What is a SERVER?

In computing, a server is a piece of computer hardware or software
(computer program) that provides functionality for other programs 4h = (O
or devices, called "clients". This architecture is called the client—
server model.

Servers can provide various functionalities, often called "services",
such as sharing data or resources among multiple clients, or

performing computation for a client. A single server can serve
multiple clients, and a single client can use multiple servers.




Active Directory

Active Directory (AD) is a directory
service developed by Microsoft for
Windows domain networks. It is
included in most Windows Server
operating systems as a set of
processes and services.

TYPES OF SERVER

Dynamic host Configuration
Protocol (DHCP)

A network management
protocol used on Internet
Protocol (IP) networks for
automatically assigning IP

addresses and other
communication parameters
to devices connected to the
network using a client—server
architecture.

File Server

Shares files and folders,
storage space to hold files and
folders, or both, over a net.

Application Server

Hosts applications allowing users
on the network to run and use
them, many times without having
to install a copy on their own
computers.



Web Server

Hosts web pages. A web
server is what makes the

World Wide Web possible.

TYPES OF SERVER

Phone server

Software designed for
modern-day smartphones to
host personal web servers,
through the use of open
source software.

Access Control Server

In the fields of physical security and
information security, access control
(AC) is the selective restriction of
access to a place or other resource,
while access management
describes the process.



Saa$

Average B

Salesforce

Owner: Rev Ops

= Leads

= Accounts

= Contacts

= Product Master
» Opporturities

= Quotes

= Contracts

= Chums

= Concessions

= Territones

OpenPath

Owner: IT

= ACUs
= Door Readers
+ Badge Swipe Logs

EntralD

Owner: IT

= UPN

= GUID

= Security Groups
+ 365 Groups

NetSuite
Owner: Accounting

= Customer Invoices
» Payment Status

= Purchase Orders

= Yendor Bills

» Revenue

» Contracted Usage

Exchange
Owner: IT

* Email

= Distribution Groups
+ Dynamic Distribution
Groups

usiness Tech Stack

- Employee
Demaographics
+Org1,0mg 2, Org 3,
Org 4

* Employee Location

» Manager
Relationships

= Hybrid/Remote Status
+ Days in Office

= US Payroll & Benefits
= Global PTO

Snowflake

Owner: IT

» Regions
= Acfual Consumpfion

Culture Amp
Owner: HR

* Performance Reviews
= Peer Feedback
» Survey Results

Intune
Owner: IT

« Endpoint Devices

Greenhouse
Owner: HR

= Candidates

= Resumes

= Cover Letters

= Requisitions

= Requisition 1Ds

SharePoint

OneDrive
Owner: IT

= Files
- Recordings

Zendesk

Owner: Support

» Customer Tickets
» Support Metrics

Solium

= NDAs

» MSAs

= Order Foms
* PS 50Ws

Tropic

Owner: Accounting | Owner: Procurement

+ Equity

» Helpdesk Tickets
= Ticket Categories
» Helpdesk Metrics

= Vendor Contracts

Jira
Owner: Engineering

» Epics

= Stories
= Sprints
= Backlog
* Bugs
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What's the difference?

DISASTER RECOVERY BACKUPS
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Time for a Break | '



\Who has issues with Wi-Fi in their office or home?
'¢\\‘
' &
®




Efficiency/Security

There's an eero for that

eero works seamlessly with your existing internet service provider, so you can set up
yvour wifi in minutes. Simply download the app, plug your eero router into your modem,
and find out where to best place your eero devices for the ideal connection.

eero’s patented TrueMesh technology intelligently routes wifi traffic. So you can say
goodbye to drop-offs and dead spots with a reliable network optimized for your usage
and needs.



What is DNS?

The Domain Name System (DNS) is the phonebook of the Internet.
| | | | | < @ https://www B
Humans access information online through domain names, like ’

nytimes.com or espn.com.




How does email Work?

Email are messages distributed by electronic means from one

computer user to one or more recipients via a network.




Phishing Attack Red Flags?

Attackers will use any lies necessary to trick you:

® Requests for personal information from seemingly trusted sources,

ke your bank or IT department.

® Unexpected QR Codes via email or text message.

® Urgent requests for things like wire transfers or large gift card sums,
seemingly from company executives.

® Tricks to get you to share your two-factor authentication token or
code.

® | ookalike social media notifications, like LinkedIn connection requests.

® Fake package delivery notices from companies like Amazon.

® (Great offers from merchants or prizes for filling out surveys or clicking
certain links.

® Scare tactics like IRS fines or account suspension.




Making It Look Real

The Following Email Contents are Easily faked:

® Sender Address (spoofing).

® Stolen Graphics (download and rehost).

® Email Signatures (copied from a legitimate email).

® Disguised Links (made to appear legitimate, but link to malware).




Spoofed Email Addresses

Criminals will go to great lengths to make it look like the sender of the email is a valid and
trusted source. Very often, they will spoof the addresses of your company executives or
client and vendor relationships. Targeted attacks like these are called Spear Phishing.

It's always prudent to look at the sender's actual email address and ensure it's the person

you're expecting it to be.

@: IT Department [admin@yourcornpany.com|>

Sent: Tuesday, 11:31 AM

To: You
Subject: Your updated login information




Stolen Graphics

It's very simple for email scammers to swipe real emails from trusted senders. This means
that graphics and logos can look exactly like the valid artwork.
In fact, it's EASIER to just copy the real logos. They're criminals, after all!

KRISPY
KREME




What is Emalil Security?

Email security involves various layers including:

® SPF - Sender Policy Framework.
® DKIM - DomainKeys Identified Mail.
® DMARC - Domain-based Authentication, Reporting and

Conformance.

® Filtering.

nstalled applications.



Sender Policy Framework (SPF) - T=

SPF (Sender Policy Framework) is an email authentication protocol

that domain owners use to specify the email servers they send email

from, making it harder for fraudsters to spoof sender information

‘-I'-
Sender ID Framewaork (SIDF)

Sending org's
., SPF Record Look
DNS Séerver i

Authentication

( l Heﬁpmt‘s
EE!ds email Email transfer

Reputation
Sending org's Recipient’s Database
Emall Server Email Server \

ok ﬁm-'r:n'm il £r% raarn




DomainKeys Identified Mail (DKIM)

DKIM (DomainKeys ldentified Mail) is a protocol that allows an organization to
take responsibility for transmitting a message by signing it in a way that
mailbox providers can verify. DKIM record verification is made possible through

cryptographic authentication.

SEmE e

Publish Public DNS Server
DKIM Key -

Retrieve Public key

\

Recipient's
""""""""""""""""""""""""" -3 Inbox

Private DKIM Email Server Private/Public
Key Signed Key Match



Domain-based Message Authentication,
Reporting, and Conformance (DMARC)

Domain-based Message Authentication, Reporting, and Conformance

(DMARC) is a technical standard that helps protect email senders and

With DMARC

recipients from spam, spoofing, and phishing.

-----------------

« | filters can™t figure out "real ar fake” « Recipient can trust the domain
the recipient has to try 10 figure it out « Reliability of brand increases

« Brand damage due 1o phizshing » Unzafe email blocked

« Mo control aver email flows



Security

91% of cyberattacks start with an email.

85% of organizations were hit by a phishing attack in 2020.

l( Barracuda.

$200,000 average ransom fee paid in 2020. Your journey, secured.

1in 7 organizations experienced an account takeover in 2022.

Email attacks are getting more complex and dangerous.
Many email threats today use social engineering tactics to target users and bypass email

security gateways. You need to stay ahead of cybercriminals to protect your business and data.



Security

With DMARC you can tell the world how to handle the unauthorized use of your email

domains by instituting a policy in your DMARC record.

The three DMARC policies are: dmarCian

e Domain-based Message Authentication Reporting and Conformance
Monitors your email traffic. No further actions are taken. (DMARC) is a free and open technical specification that is used to
authenticate an email by aligning SPE and DKIM mechanisms. By
p=quarantine having DMARC in place, domain owners large and small can fight
Sends unauthorized emails to the spam folder. business email compromise, phishing and spoofing. Co-authored by

dmarcian’s founder, DMARC was first published in 2012.

p=reject
The final policy and the ultimate goal of implementing DMARC. This policy ensures that
unauthorized email doesn't get gelivered at all.


https://dmarcian.com/what-is-spf/
https://dmarcian.com/what-is-dkim/

The Perfect IT DEPARTMENT

® CIO/CTO

® HD
What should they know? e NOC
SKILLS NEEDED? e SOC

®

Projects




The Perfect IT DEPARTMENT
What should they know?

Chief Information Officer (Cl0)/Chief Technology Officer (CTO)

® Strategy
Cloud vs on prem.
Internal systems vs Product.

® Architecting

Stay abreast of the latest technology.

Understand current technology being used.

Understand how various technologies connect with each other.
Finding the right solution based on business needs.

Designing the configuration for the solution.

Ensuring the new system works well with foundational and
supplementary applications.

® Budgeting.

® Internal systems vs Product.



The Perfect IT DEPARTMENT
What should they know?

Help Desk (HD)
® Troubleshooting.

® How to.

® Documenting/knowledge base.
® Training & Testing.

® \/endor management.




The Perfect IT DEPARTMENT

Network Operations Center (NOC)
® 24x7x365 Infrastructure Monitoring.

® |nfrastructure Management.
® \/ulnerability Management.




The Perfect IT DEPARTMENT
What should they know?

Security Operations Center (SOC)

A security operations center (S0OC) is a centralized unit that deals

with security issues on an organizational and technical level.

It comprises the three building blocks for managing and
enhancing an organization's security posture: people, processes,
and technology.




The Perfect IT DEPARTMENT
What should they know?

Project Management
® \What to buy?

® \Where to buy it?
® How to buy it (CAPEX vs OPEX)?

® Project planning and management?

COMPLETE
® Application configuration?

® |nfrastructure configuration?
INITIATE

® Bug troubleshooting and resolution?

MONITOR

& CONTROL ¢ "\ N coat
N/ ETTINGS




Security

Remote monitoring and management (RMM) is the process of supervising and controlling IT
systems (such as network devices, desktops, servers and mobile devices) by means of locally

installed agents that can be accessed by a management service provider.

Functions include the ability to:

Install new or updated software remotely (including patches, updates and configuration changes).

o:]:] Detect new devices and automatically install the RMM agent and configure the device.

o Observe the behavior of the managed device and software for performance and diagnostic tasks
perform alerting and provide reports and dashboards.

Traditionally, this function has been done on site at a company but many MSPs SO I arwi nd " =

are performing this function remotely using integrated Saa$S platforms. The Power to Manage IT



‘ | CyberAttacksMap
Time for a Break | i


https://horizon.netscout.com/?kiosk=true&mapPosition=20.19~8.55~1.00&utm_source=chatgpt.com

Security

Security for information technology (IT) refers to the methods, tools and personnel used to defend an
organization's digital assets. The goal of IT security is to protect these assets, devices and services

from being disrupted, stolen or exploited by unauthorized users, otherwise known as threat actors.

The landscape is continuously changing
Violence-as-a-Service (Vaa$S)
Al Phishing

How Do These Attacks Start?
Most cyber attacks require you to open the door for criminals to
enter.

These tend to come in the form of:
® Malicious Email Attachments.

Malicious Links.

Phony Phone Numbers.

Lookalike Login Pages.

Malicious QR Codes.

Malicious Texts.




Know the difference

MSP MSSP TSP
(Managed Services \/S (Managed Security /S (Tech Success
Provider) Service Provider) Partner)

Which do you currently have?



Technology Success Partner (TSP) provides all the services of an MSP & MSSP:

MSP
IT Helpdesk.
Infrastructure
management.
Application Support.
Network Operations
(NOC).
\Vendor Management.
Remote desktops.
Collaboration suites.
Backup & Replication.
Business Continuity &
Disaster Recovery.

MSSP

Domain & Email Security.

Network & Cloud
Security.

Remote Access Services.

ldentity Management.
Security Operations
(SOCQ).

Security Awareness.

Professional Services

Cloud Transformation.
Cloud Migration.
Strategic IT Planning.
Acquisition Integration.

IT Project Management.
Compliance Management.
Business Process
Automation.



THINGS TO LOOK OUT FOR

Companies that don't
give you choices

One Person IT Repeat issues

Money fixes all

A FALSE SENSE OF SECURITY




\What is a Multi-Factor Authentication (MFA)?

Multi-factor authentication (MFA; encompassing authentication, or 2FA, along with similar terms) is
an electronic authentication method in which a user is granted access to a website or application
only after successfully presenting two or more pieces of evidence (or factors) to an authentication

mechanism:

® knowledge (something only the user knows)

® possession (something only the user has)

® inherence (something only the user is)

MFA protects user data—which may include personal identification or financial assets—from
being accessed by an unauthorised third party that may have been able to discover, for

example, a single password.



What are the different types ot MFA?

Phone callbacks SMS-based OTP One Time Passcode (OTP) Tokens Authenticator Apps Universal Second-Factor (U2F) devices

QAUTHY VU bico BCEE®




What is PASSWORD MANAGER?

A password manager is a computer program that allows users to

store, generate, and manage their passwords for local applications

and online services.

LastPassee.| @

iCloud Keychain




Current Technology Checklist SCAN ME

Think about your current Tech situation.
What is working? What is not? Can you find
any vulnerabilities in your environment?

Actionable Takeaways

1.What vulnerabilities can you identify?
2.\What new technologies can you incorporate in your business?
3.Do you have the right people in your IT department?




Group Discussion

Let's get into groups of 3, work together to discuss
your findings, possible solutions, and highlight a
few items to share with the entire group.
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THANK YOU!

1. Questions?

L ..
ﬁ(g/ﬁ;.Your review Is important to me!

f_ 3. Lets take a picture!
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